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The Department of Energy (DOE) channels a 
large percentage of its budget into energy 
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government-owned research facilities. DOE 
also funds research at its energy technology 
centers, which are operated by DOE amploy- 
0W. 

In a review of internal contrdr at six gov- 
ernment-owned, contractor-oparated’lab0- 
ratorbs and four energy technology ten- 
ters, GAO feund thn improvementa m 
needed in tM areas of proCurmm8nt, prooI . 
erty management, and mdI*mar+.a&+- e 
quately protect Feda& m ti. tha 
expenditure of Fedord brH@+&Q 
found that thuse tvprr 06 @iI& 2 
received littfe audit m 
Inspector General. 

This report recouyna ndsthalthr-w 
of Energy take m action to improw 
internal controk kr some ins&w CoTrw- 
tive action is alrw underway or is pknno& 



r  



COMPTROLLER GENERAL OF THE UNITED STATES 

WAaHINOrON D.C. 2034n 

~-178205 

The Honorable William V. Roth, Jr. 
Chairman, Permanent Subcommittee on 

Investigations 
Committee on Governmental Affairs 
United States Senate 

Dear Mr. Chairman: 

This report responds to your requests of May 11 and Decem- 
ber 18, 1981, that we review selected functional areas at several 
Department of Energy research laboratories. We examined internal 
controls over procurement, property management, and payroll. 

Our review disclosed numerous internal control weaknesses, E 
and we have made recommendations designed to strengthen the weak 
areas. We note that some corrective action is already underway i 
or is planned. 

Sincerely yours, 





REPORT BY THE COMPTROLLER GENERAL INTERNAL CONTROL WEAKNESSES 
OF THe UNITED STATES TO THE AT DEPARTMENT OF ENERGY 
CH,,JHRMAN, PERMANENT SUBCOMMITTEE RESEARCH LABORATORIES 
ON XNVESTIGATIONS, SENATE 
COMMITTEE ON GOVERNMENTAL AFFAIRS 

DIGEST ------ 

This report responds to two requests from the 
Chairman, Permanent Subcommittee on Xnvestiga- 
tions, Senate Committee on Governmental Affairs, 
that GAO review the vulnerability of selected 
Department of Energy (DOE) research facilities 
to fraud, waste, and abuse. The review examined 
internal controls over payroll, procurement, and 
property management at six Government-owned, 
contractor-operated (GOCO) research laboratories 
(Sandia, Hanford, Argonne, Oak Ridge, Fermi, and 
Brookhaven) and four Government-owned, Government- 
operated energy technology centers (Bartlesville, 
Laramie, Morgantown, and Pittsburgh). In fiscal 
1982, DOE budgeted over $3 billion for its GOCO 
facilities and over $230 million for its energy 
technology centers. On July 27, 1982, GAO testi- 
fied before the subcommittee on the results of 
this review. 

GAO noted specific problems at a number of the 
laboratories in each of the areas covered. In 
many instances, DOE has acknowledged the problems 
and corrective action is underway or is planned. 

INAPPROPRIATE PROCUREMENT PRACTICES 
AT GOCO FACILITIES 

GAO's review of procurement practices at the 
GOCOs revealed (1) DOE headquarters directed GOCOs 
to procure the services of specific consultants 
and consulting firms, thereby circumventing effec- 
tive procurement controls, and (2) laboratories 
improperly subcontracted for consultants and other 
professionals. 

DOE has frequently directed operating contractors 
to procure certain services because of the delays 
in the DOE procurement process and because the 
operating contractors could make awards faster, 
since they are not required to follow all aspects 
of the Federal and DOE procurement regulations. 
This practice (1) often circumvents many of the 
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controls established to protect public moneys and 
ensure adherence to Federal procurement Policies 
and procedures and (2) forces the operating con- 
tractors to disregard their own procurement poli- 
ties and procedures. A total of 112 directed 
procurements valued at over $18 million were iden- 
tified at three labs. However, GAO believes the 
universe of directed procurements is much larger. 
In many cases laboratories are directed to award 
a contract to a preselected source at a prede- 
termined price. Gee Pp. 7 and 8.) 

During GAO's review, DOE's Assistant Secretary for 
Management and Administration issued a memorandum 
prohibiting DOE headquarters from directing pro- 
curements for support services, noting that the 
practice avoided normal procurement safeguards. 
Subsequently, DOE issued an order prohibiting 
such contracts when the services directly support 
DOE headquarters. While this should improve the 
situation, DOE can still direct procurements as 
long as the laboratory has been assigned techni- 
cal responsibility for the work to be performed. 
GAO noted three directed procurement awards at 
Argonne valued at over $304,000 that occurred 
since the prohibitions, and two more that were 
pending award. (See p. 8.) 

GA@ also noted several practices involving subcon- 
tracting for consultants that in some cases ap- 
pear to have led to waste or misuse of Federal 
funds: 

--Unwarranted sole-source procurements. ( See 
Pm 9.1 For example, sole-source contracts were 
awarded to one firm because it could provide 
a technical talent pool of "highly qualified" 
individuals although many of the professionals 
provided had just graduated from college and 
had little or no experience. 

--The inappropriate use of subcontractors to hire 
employees. (See p. 11.) To illustrate, six indi- 
viduals were recruited by one lab and referred 
to a subcontractor so that they could be hired 
indirectly. This practice is wasteful since 
the laboratory Pays a 70-percent markup in ad- 
dition to salaries to cover that subcontractor's 
overhead and profit. 

--Retroactive execution of contracts. (See p. 
13.) For example, at one lab a consulting firm 
incurred over $53,COO in charges by beginning 
work more than 5 months before a contract was 
executed. 
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--Inadequate controls over payments for services. 
(See p* 13.) In 8 of the 10 cases we reviewed 
at one lab, officials were not in a position to 
reasonably attest that services were provided. 
In one instance, an approving official approved 
over $19,000 in payments to a consultant without 
knowing if the claim was correct. This official 
had never met the consultant and had only talked 
with him over the telephone a few times. More- 
over, the consultant never provided the labora- 
tory with his work products. 

WEAR CONTROLS OVER PERSONAL PROPERTY, 
PAYROLL ACTIVITIES, AND FOREIGN -- 
TRAVEL AT GOCO FACILITIES 

GAO found that controls over personal property 
need to be strengthened because inventory proce- 
dures were inadequate, many property items were 
not marked and controlled properly, and many 
items on hand appeared to be excess and unneeded. 
(See p. 18.) For example: 

--Instead of having an independent party conduct 
physical inventories, three laboratories require 
only that responsible custodians verify that 
they still have the property entrusted to them. 
(See p* 18.) 

--At Argonne and Brookhaven, lab management de- 
cided to exclude from special controls items 
costing over $500 irrespective of their suscep- 
tibility to theft, including such items as cam- 
eras, movie projectors, and typewriters. (See 
PP* 19 and 20.) 

GAO found several internal control weaknesses in- 
volving payroll-related areas, affecting time and 
attendance, tuition reimbursements, salary in- 
creases, and negotiable instruments such as pay- 
roll checks. (See pp. 22, 23, and 24.) Also, bet- 
ter DOE oversight is needed over foreign travel 
by GOCO employees. While foreign travel is ne- 
cessary to carry out GOCO programs, questionable 
travel practices occur because travel regulations 
are not consistently applied and foreign travel 
activities are not carefully monitored by DOE. 
For example, GAO found that, contrary to DOE regu- 
lations, excessive personal leave is sometimes 
used in conjunction with foreign trips, and con- 
tractor employees are not required to account for 
payments and travel reimbursements made by for- 
eign hosts. (See p. 25.) 
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PROPERTY MANAGEMENT WEAKNESSES 
AT ENERGY TECHNOLOGY CENTERS 

DOE's energy technology centers generally have 
not adequately controlled capital equipment and 
theft-prone property. (See pp. 29-31.) GAO found 
that: 

--Inventory procedures were ineffective. Inven- 
tories were not taken frequently enough and were 
not conducted properly. 

--Property control records were inaccurate. New 

property was not recorded, missing property was 
not deleted, and records were not changed when 
pr->perty was moved or transferred. 

--Thefts and missing property were not always re- 
reported and investigated. 

--Controls over Government property held by off- 
site contractors were inadequate. 

WEAKNESSES IN BOTH PROCUREMENT 
AEJD PAYMENT FOR GOODS AND SERVICES 
AT ENERGY TXHNOLOGY CENTERS 

GA3 found weaknesses in the small purchasing 
(under $10,000) and payments systems at several 
energy technology centers. Goods and services 
were procured without requisitions and appropri- 
ate approval. In addition, written procedures 
adequately setting forth the purchasing process 
had not been developed. (See p* 31.) 

At two of the centers GAO found that vouchers 
prepared for payment of service contracts were 
being routinely approved by individuals without 
firsthand knowledge that the service had been 
performed. Moreover, at two centers, controls 
were not adequate to prevent duplicate payments. 
(See p. 32.) 

AUDIT COVERAGE OF RESEARCH FACILITIES 

Although the Government-owned, contractor-operated 
facilities and energy technology centers represent 
more than 30 percent of DOE's budget, they have 
received little audit coverage from the Inspector 
General. Audit coverage was provided by auditors 
reporting to field operations offices. Because 
these auditors lack sufficient independence, GAO 
recommended in 1979 that these auditors be 
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multiprogram laboratory contractors' performance, 
and (31 has issued a ilraft order to more effec- 
tivelv control directed procurements. 

nC)E stated that the draft report did not suffi- 
cientlv recognize internal control systems that 
are in place. GAO does not agree. GAO examined 
the internal control procedures and practices ac- 
tuallv being followed by those operating the sys- 
terns, and found that improvements are needed. 
(Fee app. III.) 
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assigned to the DOE Inspector General. During 
GAO’s review, 46 of the 125 field audit positions 
were transferred to the Inspector General. In 
GAO's opinion, all of the field audit positions 
should be assigned to the Inspector General. 
(See pp. 34 and 35.) 

RECOMMENDATIONS 

GAO believes that a firm commitment by management 
at all levels is necessary to ensure that internal 
controls are improved so that the potential for 
waste and misuse of Federal funds and property is 
minimized. GAO recommends that the Secretary of 
Energy: 

--Ensure that DOE's practice of directing oper- 
ating contractors to make procurements, which 
results in the circumvention of Federal procure- 
ment regulations, is eliminated. (See p. 17.) 

--Establish clear, minimum procurement require- 
ments to be followed by operating contractors. 
(See pa 17.) 

--Ensure that all DOE divisions and operating con- 
tractors adhere to the reporting requirements 
and travel policies set forth in DOE's foreign 
travel regulations including requiring that op- 
erating contractor employees report fees, travel, 
and expense reimbursements received from foreign 
hosts. (See p. 26.) 

--Require the development and implementation of 
a property management system that includes Pro- 
cedures for property control at both the operat- 
ing contractors and the energy technology cen- 
ters. (se PP* 26 and 33.) 

--Transfer all remaining field audit positions to 
the Inspector General. (See p. 35.) 

Additional recommendations are detailed in the re- 
port. (See pp* 17, 26, and 33.) 

i 

AGENCY COMMENTS 

While it did not comment on specific GAO recommenda- : 
tions, DOE indicated that many corrective actions 
are already underway and this report will help it 
initiate others. DOE also stated that it (1) has I 
emphasized the importance of the issues in the re- i 

port to operations office managers, (2) is develop- 1 
ing a new, uniform system of formal evaluations of 
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CHAPTER 1 

INTRODUCTION 

This report responds to two requests from the Chairman, Per- 
manent Subcommittee on Investigations, Senate Committee on Govern- 
mental Affairs, that we review the vulnerability of selected De- 
partment of Energy (DOE) research facilities to fraud, waste, and 
abuse. In accordance with the initial request, we examined inter- 
nal controls over payroll, procurement, and property management at 
four Government-owned, contractor-operated (GOCO) research labora- 
tories (Sandia, Hanford, Argonne, and Oak Ridge) and four 
Governnent-owned and -operated energy technology centers (Bartles- 
ville, Laramie, Morgantown, and Pittsburgh). Based on the results 
of the initial review, the Chairman of the Subcommittee requested 
that we do a followup review at three GOCO facilities reporting to 
the Chicago Operations Office (Argonne, Fermi, and Brookhaven) and 
three energy technology centers (Bartlesville, Morgantown, and 
Pittsburgh). The purpose of the followup was primarily to identify 
instances where control weaknesses have resulted in waste or misuse 
of Federal funds or property. GAO testified on the results of this 
review before the Permanent Subcommittee on Investigations on 
July 27, 1982. 

DOE RESEARCH FACILITIES 

The Department of Energy is a decentralized organization that 
channels a large percentage of its budget into energy research. 
DOE headquarters in Washington, D. C., provides overall program 
management: plans, budgets, and allocates financial resources for 
its field organization: maintains relations with other Federal 
agencies and the Congress: and reviews and coordinates policy for 
DOE's various programs. Actual project management and program im- 
plementation is delegated to the field and project offices and, 
through them, to the appropriate research facility. 

The Department of Energy manages 12 major, multiprogram, na- 
tional laboratories located throughout the United States. Many 
were established in the 1940s and 1950s under the Atomic Energy 
Commission to develop nuclear weapons and do fundamental nuclear 
energy research requiring large-scale facilities. In 1971 the labs' 
program responsibilities began to include non-nuclear energy re- 
search, development, and demonstration, which were later encouraged 
and substantially increased under the Energy Research and Devel- 
opment 9dministration. 

Today the laboratories' role is to provide scientific support 
for DOE policies and programs and to provide a scientific staff 
with a core capability to support various technology programs. The 
programs carried out in the laboratories range from the most funda- 
mental research in the physical and life sciences to the most ad- 
vanced, goal oriented development in nuclear and alternative energy 
technologies, as well as nuclear weapons development. 
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In fiscal 1981, these laboratories' operating budgets totaled 
about $2.8 billion and supported a staff of over 50,000 persons. 
A comparatively small staff located in DOE headquarters and at 
seven field organizations or operations offices throughout the 
country oversee the operation of the laboratories. The operations 
offices are the main connecting link between headquarters and the 
contractors and are responsible for day-to-day contract administra- 
tion, management, appraisal, and oversight. While a national lab 
usually works for many DOE headquarters program offices, it is 
overseen by only one operations office. 

The national laboratories are all Government owned but are 
operated by universities, nonprofit organizations, or private in- 
dustry under contracts with DOE. A GOCO facility is in the unique 
position of being both a private contractor and essentially a part 
of the Government. The contractor employs the personnel, manages 
and operates the facility and authorized research programs, sub- 
mits proposals for new or ongoing projects, and maintains all ac- 
counting records and reporting systems for the laboratory. 

The accounting relationship between these contractors and the 
Government is similar to that of a decentralized division or branch 
office within a private company. The contractors account for and 
report on funds, property, and costs of operations under the con- 
tract in accordance with DOE's accounting and reporting systems 
and procedures. The contractors' reports provide basic data needed 
for drawing comparisons of progress and performance and for plan- 
ning, budgeting, and financial analysis. These data are combined 
with data from DOE operations offices to produce comprehensive fi- 
nancial and cost statements covering all direct and contract opera- 
tions of the Department. 

All contracts for operation and maintenance of the laborator- 
ies are cost-type arrangements. That is, DOE reimburses all allow- 
able costs incurred under the contracts. Some contractors, such 
as the Union Carbide Corporation, also receive a fixed fee: others, 
such as the University of Chicago, receive a management allowance 
to cover undefined indirect costs: and still others, such as the 
Western Electric Company, receive no fee or management allowance. 
In addition, almost all contracts are longstanding agreements re- 
newed at 5-year intervals. For example, DOE's contract with the 
Union Carbide Corporation to operate the Oak Ridge Xational Lab- 
oratory was first negotiated in 1948. The contract has continued 
in force since that time: its current performance period extends 
through September 30, 1983. 

The scientific and technical staff of the laboratories are 
yenerally treated as members of the Department of Energy for pro- 
gram planning and development i>urposes. The laboratories are ex- 
pected to submit proposals for new work they feel is needed based 
on the results and progress of their own research and that of oth- 
ers. The proposals are somewhat analogous to "unsolicited propos- 
als" except that they are prepared at DOE's direction and expense. 
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The cognizant operations office reviews all prdpOSalS submit- 
ted by its laboratories and pays particular attention to their 
compliance with headquarters program guidance and assumptions, 
availability of required manpower, and the reasonableness and com- 
pleteness of the budget estimates. 

Each headquarters program division follows its own procedures 
in arriving at a program and budget decision for new and ongoing 
project proposals. Qnce the decisions are made, funding for proj- 
ects is channeled throuqh the various operations offices and re- 
leased to the contractors. To avoid t?e need for the contractors 
to use their own funds in performinq work under the contracts, 
costs are paid under various letter-of-credit arrangements, allow- 
ing contractors to write checks against accounts in commercial 
banks. Since the facilities are Government owne4, title to all 
materials and supplies is vested in Dr3E upon delivery. The re- 
placement value of these facilities and their equipment is esti- 
mated to be $8.5 billion. 

In addition to the GOCO facilities, DOE manages various pro- 
gram-dedicated energy technology centers. These energy technology 
centers (ETCs) differ from the GOCOs in that (1) they are both 
owned and operated by the Government and (2) they usually spe- 
cialize in one program area, such as coal gasification. The ETCs 
are much smaller than the GOCOs with operating budgets totalling 
approximately $282 million in fiscal 1981. The ETCs have been as- 
signed various lead roles in researching the development of alter- 
nate and substitute fuels. 

The ETCs report to the Assistant Secretary for Fossil Energy. ' 
They provide DOE with a competent, in-house staff of engineers and 
scientists conducting research, development, and demonstration 
projects, as well as implementing selected Government programs. 

THE IMPORTANCE OF INTERNAL CONTROLS 

The Budget and Accounting Act of 1950 required Federal agen- 
cies to maintain effective internal control systems. Several re- 
cent developments have strengthened internal controls in the Fed- 
eral Government, including the Office of llanagement and Budget's 
(r3MB's) Circular A-123 and the Federal Vanagers' Financial Inteq- 
rity Act of 1982 (Public Law 97-255). This legislation' requires 
ongoing evaluations of the adequacy of internal accounting and 
administrative control systems of each executive agency. These ; 
evaluations, conducted under OMB guidelines, will determine whether : 
the agencies' internal control systems comply with standards set 
by the Comptroller General. 

A good system of internal controls can discourage and mini- 
mize fraud, waste, and abuse. Managers can use several methods 
to ensure the integrity of operations under their control. An ade- 
quate system of internal control includes: (1) a plan of organiza- 
tion that appropriately segregates functional responsibilities, 
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(2) a system of authorization and recordkeeping procedures adequate \ 
to provide reasonable accounting control over assets, liabilities, 
revenues, and expenses, (3) sound practices to be followed in per- 
formance of duties and functions of each organizational department, 
(4) personnel cf a quality commensurate with responsibilities, and i 
i5? a reliable system of internal review operating effectively to 1 
detect and correct errcrs. To succeed in misusing Federal funds 
or in defrauding an organization that has sound internal controls, 
3n individual usually must have the help of others. Conversely, 
if sound internal and managerial controls are lacking, or if they 
have not been effectively implemented, Government programs become 
more susceptible to fraud, waste, and abuse. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

Our objective in this review was to determine whether selec- 
ted DOE research laboratories were vulnerable to fraud, waste, and 
abuse by evaluating the adequacy of internal and management con- 
trols in selected functional areas. Specifically, we set out to 
identify control weaknesses which, if corrected, could result in $ 1 
greater protection of Federal funds and assets. 

At each location in the broad areas of procurement, property 
mana<?ement, and payroll, we examined written policies and proce- 
dures, held discussions with persons responsible for operations, 
and compared procedures with an internal control guide and other 
internal control standards such as GAO's Policy and Procedures Man- 
uai for Guidance of Federal Agencies. To determine whether inter- 
nal control procedures were in place and working properly, we tested 
:-5rious transactions. 

For example, to help us assess internal controls over personal 
property at both types of facilities, we judgmentally selected prop- 
erty items and physically traced them to their locations to assess 
the accuracy of property records. At the GOCO facilities, we con- 
centrated on controls over sensitive or theft-prone property items. 
r3ur assessment of GOCO procurement activities focused on subcon- 
tracts that were (1) directed by DOE and (2) awarded for profess- 
ional or consulting services. We selected contracts in both cate- 
gories to analyze their conformance to sound procurement practices. 
At arookhaven, we reviewed all DOE-directed procurements identi- 
fied for us by laboratory officials. At Argonne and Oak Ridge, we 
judgmentally selected directed procurements for detailed analysis, 
considering tith the dollar value of the contracts and the geogra- 
phic location of the work being accomplished. 

With regard to procurement at the energy technology centers, 
we concentrated our efforts on procurements under $10,000. We 
judgmentally selected sample purchases to assess the adequacy of 
the approval process and the controls over payments. While our 
results are not statistically projectable, we further verified 
the existence of internal control weaknesses through discussions 
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with personnel who operate the systems and/or by reviewing addi- 
tional transactions. 

Moreover, to aid us in our evaluation of selected internal 
contro1s, we reviewed audit reports issued by DOE internal audi- 
tors who work for DOE operations offices, and auditors who work 
for contractors. 
findinge, 

In some instances we used internal audit report 
to the extent we could, as indicators of internal con- 

trol problems. Consequently, in several instances we followed up 
to see if reported internal control weaknesses had been corrected 
where they concerned areas included in our review. We also evalu- 
ated the work done by the DOE Inspector General in preventing fraud, 
waste, and abuse at the types of facilities we visited, including 
the review of audit and investigation reports. 

We conducted field work from May 1981 through October 1981 8 
in response to the Subcommittee's first request, and from January 1 

1982 through June 1982 for its second request. This audit was 
conducted in accordance with the generally accepted government 
audit standards. 

The table on page 6 shows the funding levels for fiscal 1982 
at the GOCOs and ETCs we reviewed in relation to the total funding 
for DOE research facilities. 
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WE Funding of Research Facilities in Fiscal 1982 

(in tbusarxds of dollars) 

Operating 
expense 
hudqet 

MultiprcgramGCYXs 
reviewed: 

krgonne 190,933 
BlTCdC-ldV~ 120,482 
Hanford wincer- 

ing kelopnent 119,016 
CJa Ridge 
Sandia 
Total 

2371093 
502,341 

1,169,865 

All other GXOs 
(seven) 
Total mltipro- 

qramGOCQs 

Prcqrm-dedicated 
CDCOs reviewad: 

Fexmi National 
Accelerator 

All other proqre 
dedicated GCCOs 

Tutalprcqr~ 
dedicated GCXXB 

Energy technology 
centers reviewed: 

Bartlesville 
IJaramie 
mrqanlmm 
Pittsbu@I 

AllutIIer ms (11 

TotalEl?cs 
Other WE research 

facilities 
Grand total all 

research fa- 
cilities 

117,704 236,720 
60,409 297,502 
06,193 588,534 

327,286 1,497,151 

1,015,922 306,723 1,322,645 

2.185.787 634,009 2,814,7% 

87,762 50,700 138,462 14.6 

643,230 164,191 

730,992 214.991 

807,421 

945,983 

85.4 j 

100.0 

19,367 
31,246 
a,= 
84,070 

217,489 

1,115 
979 

1,552 
2,554 
6,200 

20,482 
32,225 
84,358 
86,624 

223,689 96.7 

6,797 

224,286 

4.201.401 

756 7,553 

6,956 231.242 

3.3 

100.0 

1,487,994 5,689,395 

7,342,466 2,343,850 9,686,316 

Capital 
expenseamd 
axstructim 

budget 

29,603 220,536 
33,377 153,859 

Total 
budget Percent 



CHAPTER 2 

IYAPPROPRIATE PROCUREMENT PRACTICES AT 

CONTRACTOR-OPER4TED LABORATORIES 

Our review of procurement practices at the GOCOs revealed two 
major problem areas: (1) the DOE headquarters practice of directing 
the laboratories to award contracts and .(2) laboratory procurement 
practices for consultants and other professionals. Yany of the 
laboratory procurement problems were exacerbated by DOE headquar- 
ters directing GOCOs to procure the services of specific consult- 
ants, consulting firms, and other services. 

DOE-DIRECTED PROCUREMENTS 

DOE has frequently directed operating contractors to procure 
certain services, sometimes specifying the contractor and the 
amount of money to be spent. We were told by both DOE and con- 
tractor officials that this was done Because of delays in the DOE 
procurement process: the operating contractors could make awards 
faster since laboratories are not required to follow all aspects 
of the Federal and DOE procurement regulations. However, this 
practice often circumvents many of the controls established to 
protect public moneys and ensure adherence to Federal procurement 
policies and procedures. Also, it forces the operating contractors t 
to disregard their own procurement policies and procedures. It was 
very difficult to determine the number and value of directed pro- 
curements because neither DOE nor the laboratories had information 
systems that specifically identified them. Those that were iden- 
tified were found through discussions with various officials, em- 
ployee recollections, and file searches. A total of 112 directed 
procurements valued at over $18 million were identified at three 
labs. Yowever, we believe the universe of directed procurements 
is nuch larger. 

Ye identified 92 directed procurements of varying types at 
Argonne with an estimated value of $13.4 million. At one extreme, 
DOT directs only the specific service to be provided. At the other, 
DOE identifies the subcontractor and specifies the cost and the 
service. The latter practice causes the most problems because it L 
requires the laboratory to award a contract noncompetitively to a i 
preselected source at a predetermined price. For instance, 4rgonne : 
awarded a noncompetitive $600,000 contract to a directed source 
even though the contract negotiator believed other companies were 
capable of bidding on the contract. The official also believed 
the contracted amount was unduly high, but because the procurement 
was directed, the contracting officer was unsuccessful in negoti- 
ating a lower cost. In another case, a contracting official felt 
?e was unable to negotiate a fair and reasonable price because the 
firm apparently knew the amount of funds allotted for the procure- I 
ment. 
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At Srookhaven, 11 directed procurements valued at about 
$1.1 million were identified. Neither the labs that awarded these 
contracts nor the DOE program nanagers who directed the procure- 
ments evaluated them to ensure that the best price was obtained 
or that sole-source justifications were valid. Furthermore, whiLe 
these procurements directly supported DOE headquarters programs, 
some of them, according to a lab official, had little relevance 
to Brookhaven's mission. 

Ye also noted a nu&er of directed procurements at Oak Ridge. [ 
In a letter dated October 1, 1980, the president of the operating 
contractor advised the Oak Ridge Operations Office of the practice 
of DOE directing the lab to subcontract with specific firms and 
attached a list of nine examples totaling over $4 million. Ye 
pointed out that in directed procurements, the lab does not verify 
capabilities, check out potential conflicts, or confirm the valid- 
ity of the selections. 

In a report 1/ issued in April 1982 to the Chairman, Senate 
Committee on Energy and Natural Resources we pointed out that DC)E : 
had directed laboratories to award subcontracts on a sole-source 
basis. Also, DGE's Office of Inspector General reported that DOE 
headquarters personnel had directed another laboratory to award 
noncompetitive contracts. 

In Auqust 1981, while our review was ongoing, the DOE Assistant 
Secretary for Management and Administration issued a memo prohibit- 
ing directed procurements for DOE headquarters support services, 
noting that the practice avoided normal procurement safeguards. 
Subsequently, DOE issued an order prohibiting such contracts when 
the services directly support DOE headquarters. This should im- 
prove the situation, but, according to DOE Chicago Operations Office 
officials, DOE can still direct procurements as long as the labora- 
tory has been assigned technical responsibility for the work to be 
performed. Thus f we noted three directed procurement awards at 
Argonne valued at over $304,000 that have occurred since August 
1981, and two more pending award. In our opinion, directed pro- 
curements could continue to be a cause of laboratory procurement 
weaknesses. Many of the problems discussed in the next section 
involved directed procurements. 

IMPROPER LABORATORY SUBCO5JTRACTIYG 
FOR CONSULTANTS 

During our review, we identified five practices involving 
subcontracting for consultants that, in some cases, appear to have 
led to waste or misuse of Federal funds: 

--Unwarranted sole-source procurements. 

L/"The Subcontracting Practices of Large Department of Energy 
Contractors Need To Be Improved" (EMD-S2-35, Apr. 22, 1982). 
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--Inappropriate use of subcontractors to hire employees. 

--Retroactive execution of contracts. 

--Inadequate controls over payments for services. 

--Questionable hiring of former employees as consultants. 

Although Federal Procurement Regulations do not directly apply 
to on-site operating contractors, they are required to follow pro- 
cedures that approximate most aspects of the Federal regulations. 
These procedures are intended to ensure full and free competition 
so that necessary goods and services are obtained at reasonable 
prices to the extent possible, and that procurements are made in 
the Government's best interest. 

Unwarranted sole-source Drocurements 

Sole-source, noncompetitive contracting has been a relatively 
common practice at many of the contractor-operated laboratories. 
For example, we pointed out in the April 1982 report referred to 
in the previous section that 63 percent of the subcontracts over 
$10,000 at Sandia and 72 percent at Argonne were noncompetitive. 
A number of weaknesses relating to sole-source procurements were 
discussed in that report. During our review for this report, we 
also discovered a number of weaknesses involving noncompetitive 
procurements at three laboratories: Oak Ridge, Argonne, and Brook- 
haven. 

At Oak Ridge, $15 to $20 million a year is spent for research 
and development and technical assistance using basic ordering 
agreement (SOA) subcontracts which, in our opinion, may not be the 
most economical way to obtain needed services because the specific 
work required to be performed is not competitively awarded. BOAS 
are not complete subcontracts; they are prequalifying agreements 
that include negotiated labor and overhead rates and standard con- 
tract clauses. When a specific requirement for work in one of the 
task areas is identified, a letter release is issued to one of the 
BOA subcontractors. The letter specifies the work to be performed, 
the estimated costs, and the fixed fee. The letter release toge- 
ther with the BOA clauses constitutes the subcontract. 

Of the 331 letter release subcontracts awarded by Oak Ridge 
during fiscal 1980 and the first half of fiscal 1981, only 11 
involved competition. In our opinion, the lack of competition, 
combined with the fact that all BOA subcontracts are cost-plus- 
fixed-fee, does not ensure that needed services are obtained in 
the most economical way. 

Furthermore, strong internal controls dictate that procure- 
ment specialists should conduct negotiations with potential vendors. i 
Except to resolve technical questions, requisitioners of the serv- 
ices should usually have no contact with potential vendors until 
the contracts are executed. 



Ve found, however, that in awarding BOA letter releases, pur- 
chasing specialists are often not even aware of the purchase re- 
quirement until after the subcontractor has been selected and a 
technical and cost proposal obtained. One danger of this approach 
is evidenced by the fact that several requisitioners told us they 
informed the firm selected to perform th e work how much money was 
available in Oak Ridge's budget for this work. As might be ex- 
pected, the firm's proposed costs about equaled the amount budgeted. 
For example, in April 1981 Oak Ridge awarded a subcontract for con- 
ceptual designs and cost estimates to be used in a study of alter- 
native wavs of supplying energy to an industrial park. The Oak 
Ridge individual responsible for monitoring the study told us that 
before the subcontractor submitted its proposal, he had informed 
the subcontractor that $135,000 was available in Oak Ridge's budget 
to support this effort. The subcontractor's cost proposal totaled 
$135,000. 

At Argonne, of the 77 corporate professional service contracts 
we reviewed, 69 (90 percent) valued at $11 million were sole-source 
procurements. Although many sole-source contracts with firms that 
provide Argonne with resident consultants were awarded because the 
firms provided an ostensibly unique service, in several cases the 
skills and educational background of the professionals made sole- 
source procurements appear to be unwarranted. For example: 

--All 13 contracts with one intermediary firm were noncompeti- 
tively awarded. Although the justification for some con- 
tracts stated the firm would be used to "provide a technical 
talent no01 consisting of highly qualified individuals in 
various scientific and engineering disciplines," some pro- 
fessionals had just graduated from college and had little 
or no experience. 

--In another case, a professional had just received his under- 
graduate degree in geology when he was enlisted by Argonne 
to be a resident consultant. His only prior work exper- 
ience was a temporary position at Argonne while a student. 

In another instance a noncompetitive award in the amount of 
$215,000 was made despite the advice of Argonne's attorney who 
found the sole-source justification "weak and nonconvincing." 

Our review of the sole-source justification for 24 contracts 
and 10 work orders at Argonne revealed inadequate reasons in 22 
of the cases. For example, a justification that states "demon- 
strated expertise" and "the quality of work performed under pre- 
vious basic operating agreements" does not, in our opinion, demon- 
strate sufficient need to award contracts noncompetitively. 

In April 1982, during our review, the Chicago Operations Of- 
fice reported that Argonne procurement management continues to 
approve noncompetitive awards based on inadequate justifications 
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such as that a vendor has performed adequately on past procurements, 
maintains reliable delivery schedules, is experienced in his fieL.3, 
or does "professional work." 

$ 
At Brookhaven, 6 contracts totaling $914,217, out of the 11 

contracts we reviewed, were awarded sole-source without adequate 
justification. Lab procurement officials did not evaluate the DOE 
program officials' justifications for sole-source award. In our 
opinion, the justifications were not valid. For example: 

--3ne contract was awarded sole-source because the contractor 
"possesses an excellent mix of geological and engineering 
sciences experience tailored specifically to the project 
needs." 

--Another award was based on a 400-word narrative which just- 
ified the sole-source award based on the contractor's past 
experience doing similar work for DOE, and his proximity to 
Was?3ington, D.C. 

In the first case, a DOE program official admitted that this 
contractor was not the only source that could do the work. He said 
the contractor was chosen because the work was needed promptly.. In 
the second case, the BOE program official who directed the procure- 
ment said Brookhaven awarded the contract for administrative con- 
venience, because the award wouLd take too Long if he went through 
headquarters. Yowever, Brookhaven's technical representative who 
was responsible for monitoring the contract believed it was too 
expensive and others could have done the work for less. 

Use of subcontractors to hire employees 

We also found that Argonne hires professionals through inter- 
mediary firms for extended periods as a way to circumvent employ- 
ment ceilings and qualification requirements and to avoid labora- 
tory overhead. ??lis practice results in unnecessary cost to the 
Government because Arganne pays these firms overhead and profit 
rates of 51 to 154 percent in addition to the consultants' sala- 
ries. 

E 
Argonne 'las a number of contracts with firms to hire consult- 

ants to work full time, side by side with Argonne emplqyees doing 
the same kind of work. Many of these resi'lent consultants had 
worked at the laboratory as student associates and were later re- 
ferred to the consulting firm so that they could be employed as 
resident consultants. 

We were informed that some resilient consultants were indi- 
rectly hired because of laboratory employment ceilings or qualifi- 
cation requirements. Furthermore, a number of program divisions at 
Argonne hired resident consultants instead of full-time employees 
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to avoid their share of laboratory overhead. Selow are some ex- 
amples of the use of subcontractors to hire employees: 

--'We found that six former and current resident consultants 
had been initially recruited by Argonne and subsequently 
referred to one intermediary firm so that Argonne could 
obtain their services under contract rather than hiring 
them directly. Although these individuals earned a sal- 
ary comparable to that of their Argonne employee counter- 
parts, the laboratory pays an additional 70 percent to 
cover the intermediary firm's overhead and profit markup. 

--Because of a hiring freeze, a technical division referred 
a chemist to an intermediary firm a.fter he had applied for 
direct employment with the laboratory. Argonne paid the 
firm a 53-percent markup in addition to the chemist's wages 
during the period he was employed. 

We interviewed 10 current or former resident consultants to 
determine the nature of their involvement at Argonne. Their em- 
ployment as resident consultants averaged over 26 months. One 
resident consultant was employed for over 4 years. Seven of the 
10 professionals stated that Argonne officials referred them to 
the firms for indirect employment at the laboratory, and 6 of them 
had participated in Argonne's student program while in college. 

We identified seven resident consultants who later became 
Argonne employees. In comparing these individuals' hourly earning: 
and fringe benefit cost as Argonne employees with their cost as 
resident consultants, we estimate that, except for one case, Argonr 
paid between 2.2 and 66.4 percent more by employing them as resi- 
dent consultants than it would have by hiring them directly as em- 
ployees, as shown below. 

Comparison of Hourly Costs 

Resident Intermediary Argonne Difference 
consultant firm employee Hourly amount Percentage 

A $ 13.86 $ 14.25 $( 0.39) ( 2.7) 
B 34.86 20.95 13.91 66.4 
C 28.65 17.23 11.42 66.3 
D 17.01 15.17 1.84 12.1 
E 15.10 14.77 0.33 2.2 
F 12.31 10.49 1.82 17.3 
G 26.19 17.03 9.16 53.8 

The increased long term cost of using firms to indirectly em- 
ploy professionals is substantial. For example, Argonne paid a 
firm $62,900 for the services of a resident consultant during the 
12 months prior to the time he became an Argonne employee. How- 
ever, the same individual, doing the same job, now earns only 
$31,740 annually as an Argonne employee. Even after accounting 
for fringe benefits, Argonne still could have saved over $19,000 
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annually by directly obtaining the individual's services as a reg- 
ular employee. We estimate that Argonne incurred over $230,000 
in unnecessary costs from June 1'377 to March 1982 by indirectly 
employing 58 resident consultants from two of the firms included 
in our review. We also noted that one Argonne division had been 
billed $7.2 million since 1977 by intermediary firms, of which 
$4 million covered the firms' overhead and profit markups. We were 
unable to determine the added costs of this arrangement but we be- 
lieve they coul-d be substantial. 

We also found that Argonne contracts with temporary help agen- 
cies in the Washington, D.C., area to provide professionals whom, 
in some cases, 4rgonne originally recruited. The laboratory pays 
these agencies overhead and fees as high as 50 percent in addition 
to professionals' hourly rates. We estimate that Argonne could 
have saved $45,543 between July 1380 and January 1982 by directLy 
contracting with the professionals instead of using temporary help 
agencies. 

Retroactive execution of 
contracts 

Management controls over the procurement of services from con- 
su'lting firms are further weakened when contractual agreements are 
executed retroactively. This practice facilitates abuse because 
the requisitioner may have authorized work without involving the 
laboratory's procurement experts, thus avoiding the accompanying 
procedural safeguards, such as competition of sources, determina- 
tion of contractor responsibility, and price/cost analyses. 

Nevertheless, our review of 37 contracts with corporate pro- 
viders of professional services disclosed that 57 percent were not 
executed until approximately 1 month or more after the work had 
already started. For example, one consulting firm incurred over 
$53,000 in charges by beginning work over 5 months before the con- 
tract was executed. 

Inadequate controls over payment for services i 

During our review of controls over approving payments for 
consulting services, we found indications of weaknesses at a num- 
ber of laboratories. For example: 

--In 8 of the lr) cases we reviewed at Argonne, approving of- 
ficials were not in a position to reasonably attest that 
the services were provide4. One approving official had not 
met the consultant and only briefly talked with him over the 
telephone two or three times. The contractor never provided 
the laboratory with his work products, yet the official ap- 
proved $19,200 in fees without knowing if the claim was cor- 
rect. We discovered that this consultant was working for 
another Government agency during some of the same hours he 
claimed he was working on this contract. 
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--At Oak Ridge, an employee required to monitor a $510,489 
subcontract had never spoken with a representative of the 
subcontractor and received only a few complimentary copies 
of progress reports. Yet, he was required to certify that 
the work was done under the terms of the contract. 

--At Brookhaven, the authorized representative for a consult- 
ant contract, which was directed by DOE, performed basicalLy 
cLerica functions and had no technical responsibilities. 
According to the authorized representative, she had not 
seen the consuLtant's work, nor met him. ALthough she had 
occasional telephone conversations with him, she had no 
technical involvement in his work. She also questioned 
whether Brookhaven should be involved at all on the con- 
tract. According to her supervisor, DOE used Brookhaven 
only to award the contract. Although the representative 
had not seen any work or reports from the consultant, she 
certified that the work was performed and authorized pay- 
ments to be made to him. 

Questionable hiring of former employees 
to provide professional services 

At two laboratories, we noted potential problems concerning 
the hiring of former employees as consultants. While this situa- 
tion does net in itself represent a conflict of interest, it does 
raise a question as to the degree of influence, if any, used by 
former employees in obtaining contracts. Oak Ridge, for example, 
had contracts with 144 individuals to provide consulting services. : 
Of these, 39 (27 percent) were former employees of the laboratory. 

In a number of cases, the former employees were given consult- 
i 

ing contracts the day after they terminated employment with the 
laboratory. Frequently, these contracts were extended for long 
periods of time. For example, in one case, prior to an employee's 
retirement, the division director signed a request to employ this 
person as a consultant on projects which the retiring employee had 
proposed. The consultant subcontract waa renewed for 3 successive I 
years. Over the 4-year period, this former employee was paid 
$57,342. 

While Argonne does not keep records on former employees who 
work as either individual consultants or for corporate contractors, 
we identified 31 former employees who worked as consultants during i 
fiscal 1951 and were paid $170,000. We found the following examp- : 
les of questionable practices: 

--A laboratory engineer received a $33,900 bonus as an incen- 
tive to participate in a special early retirement program. 
Although Argonne justified the special retirement program : 
as a basis for terminating "older, less productive employ- 
ees whose services have become less important," this retiree 
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, 
was 1 year later awarded a noncompetitive contract for 
mechanical design work. According to the retiree's super- 
visor, the individual is now doing exactly the same work 
on a part-time basis for $175 a day as he did as a labor- 
atory employee. 

N-Argonne acquired the services of a former employee through 
an engineering firm less than 2 months after she left the 
laboratory. She worked as an administrative assistant in 
Washington, D.C., in a position previously held by an Ar- 
gonne staff member. Under this new arrangement the former 
employee was paid at almost twice her former salary. Be- 
cause the laboratory was also paying the firm indirect 
charges of 147 percent, Argonne's annual cost for using 
this former employee increased from $11,440 to $48,512. 
She was later rehired as an employee by the laboratory. 

--Arqonne awarded a noncompetitive $1.6 million contract to 
a consulting firm whose president was a former employee. 
The contract was used to indirectly hire professionals to 
work at the laboratory. Although Argonne officials refer- 
red most of the professionals hired by the firm, the lab- 
oratory paid the firm a 70 percent markup in addition to 
the salary of the firm's employees used on the contract. 
According to the firm's president, he suggested to Argonne 
that the laboratory use his firm to indirectly employ pro- 
fessionals. 

To prevent "revolving door" abuses, Office of Management and 
Budget Circular A-120 directs agencies not to give former Govern- 
ment employees preference when hiring consultants. The circular 
also states that consulting services will normally be obtained 
only on an intermittent or temporary basis: repeated or extended 
arrangements are not to be entered into except under extraordin- 
ary circumstances. 

DOE OVERSIGHT 
OF LABORATORY PROCUREMENT FUNCTIONS 

DOE conducts periodic evaluations of contractors' overall pro- 
curement systems. Based on those evaluations, DOE approves or dis- 
approves systems and determines how much independent subcontracting 
authority contractors should have. Generally, this review is per- 
formed at least every 2 years at each of DOE's major contractors, 
but review intervals may be extended if DOE determines that it can 
adequately monitor sensitive areas of a contractor's system. In 
between procurement systems reviews, DOE field offices are supposed 
to periodically conduct similar but less comprehensive surveillance 
reviews. These reviews vary in frequency and scope among the vari- 
ous contractors but are designed to ensure that the procurement 
systems continue to operate as approved. j 

In addition, DOE's oversight operations include the advance 
review and approval of larger value subcontracts. At Sandia and 
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Argonne, for instance, DOE reviews before award all cost-type 
subcontracts over $500,000 and all fixed-price subcontracts over 
$1 million. 

Our April 1982 report pointed out that DOE procurement over- 
sight of on-site operating contracts was sometimes shallow in scope 
or was not always performed. For example, at Sandia, DOE had con- 
ducted only one scheduled surveillance review since February 1979-- 
the date of the last systems review. It was done in October 1980, 
but because of the DOE staff's heavy workload the report was never 
published. 4 similar situation existed at 4rgonne where surveil- 
lance reviews have diminished in frequency and have not been for- 
mally structured or reported. In addition, the threshold for 
advance review and approval of laboratory subcontracts required 
that DOE review only a relatively small portion of laboratory pro- 
curements. For example, at Sandia only 39 procurement actions in 
fiscal 1980 (out of 3,117 oriqinal contract actions) were subject 
to this evaluation. 

During our review of 4rgonne's procurement of professional 
services, we noted that DOE's advance review and approval proce- 
dures were not effective in detecting the problems we found. Most 
of the contracts for professional services were excluded from DOE 
advance review and approval because they did not meet the estab- 
lished thresholds. 

CONCLUSIONS 

Weak controls at some of the laboratories over the procure- 
ment of professional services resulted in wasteful practices and 
heightened the likelihood of fraud and abuse. DOE contributed to 
procurement weaknesses by directing the laboratories to procure 
certain services, thus bypassing established procedures. More- 
over, DOE's oversight of the operating contractors' procurement 
practices could be improved. 

The improper use of firms to provide professionals at Argonne 
was largely caused by inappropriately relying on the technical di- 
visions to decide on how best to obtain professional services. We 
believe the technical divisions do not have the expertise or the 
objectivity to make decisions on how to best procure services. 

Some laboratories also permitted sole-source procurements Ae- 
spite inadequate justifications from the technical divisions. Like- 
wise, the procurement personnel tolerate? ineffective contracting 
practices, such as an excessive number of contracts that were 
signed after the work had started, even though this ccndition in- 
dicated that the procurement function of selecting vendors and ne- 
gotiating contracts was being circumvented. 

RECOMMENDATIOVS 

We recommend that the Secretary of Enerqy: 
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--Ensure that the practice by DOE personnel of directing op- 
erating contractors to make procurements, which results in 
the circumventing of Federal procurement regulations, is 
eliminated. 

--Establish clear, minimum procurement requirements to be 
/ 
I 

used by operating contractor3 in meeting the intent of Fed- 
eral procurement regulations, such as specific criteria 
for (1: sole-source procurements, (2) using subcontract3 
for professional services, (3) approving payments for work ' 
done by subcontractors, and (4) hiring former employees as 
consultants. USO, these criteria should clearly prohibit 
situations where subcontractor3 start work prior to the ex- 
ecution of contracts. 

--Require the operations offices to more closely monitor op- 
erating contractors' procurements by (1) improving the ef- 
fectiveness of the systems reviews and (2) Lowering the 
monetary threshold for the advance review and approval of 
professional services enough to include a significant num- 
ber of those contracts. 

, 
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CHAVTER 3 

mAK CONTROLS OVER ?RO?ERTY, 

PAYROLL, AND FOREIGN TRAVEL AT GOCOs 

Our review disclosed that controls at Government-owned, 
contractor-operated facilities are weak in some areas of property 
management, payroll, and foreign travel. In our opinion, labor- 
atory management has not adequately emphasized control in these 
areas and ME oversight has not been fully- effective. 

NZED FOR IMPROVED CONTROLS OVER PROPERTY 

Generally, we found that all labs had established property 
management systems. However, some laboratories were not follow- 
ing DOE property management regulations and had weaknesses which, 
if left uncorrected, could make Government property unnecessarily 
vulnerable to theft, waste, and misuse. These weaknesses included 
ineffective inventory practices and inadequate policies and pro- 
cedures for ensuring that all property items are marked and prop- 
erly controlled. 

DOE has developed property manaqement regulations for various 
types of property, including movable capital equipment and sensi- 
tive items. A sensitive item is defined as personal property that 
is susceptible to theft because it is attractive for personal use 
or can be readily sold. Sensitive items include such things as 
calculators, cameras, projectors, televisions, and typewriters. 
According to these regulations, sensitive Government property must 
be specially marked, secured, and physically inventoried at least 
once a year. 

Ineffective inventories 

Four of the labs had weak procedures for inventorying capi- 
tal and sensitive equipment. We found that inventories were not 
done properly and that inventory cycles did not conform to DOE 
regulations. 

Separation of duties is an important internal control prin- 
ciple. At some labs this principle was not followed: the custo- 
dians of property items were responsible for conducting the in- 
ventories. Without separation of duties, the potential exists for 
a person to convert property to personal use and conceal this ac- 
tion. Therefore, an indenendent reviewer should conduct the in- 
ventory in order to prevent improper actions. 

The results of our samples show what can happen w?en inven- 
tories are not nerformed independently of those responsible for 
the equipment. At Fermi and Argonne, for example, custodians 
could not locate many sensitive items t%at were charged to them. 
At Argonne, 29 out of 230 items in our sample could not be found ] 
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even though custodians had "verified" their existence d month 
earlier. Fermi custodians also could not find 29 of 204 items in 
our sample. T!-I~ missing items inclu?ed cameras, projectors, tape 
recorders, and typewriters. 

The results of a Sandia inventory conducted by independent 
parties also demonstrated the effect Of allowing equipment custo- 
dians to inventory items for which they are responsible. A fiscal 
1991 wall-to-wall physical inventory conducted by an independent 
group showed shortages OF S1.97 niLlion, and 4,536 overages total- 
ing $3.07 million. 

Furthermore, at Oak Ridge and Prookhaven the inventory cycles 
of capital and sensitive items :'id not meet DOE inventory require- 
ments. Five-.$ear inventory cycles for capital equipment used by 
Oak Ridge were significantly longer than the T-year intervals pre- 
scribed in DOE regulations and, in ?ur opinion, too i3ng to effec- 
tively serve the basic purposes of physical inventories. Both the 
contractor and DOE officials told us that a waiver Yad heen granted 
in 1959 permitting the longer inven tory cycles at Oak Bidge. 

Also, neither Oak Ridge nor Brookhave;: had complied with the 
requirement to conduct annual inventories c-f sensitive items. In- 
stead, both inventoried sensitive items every 2 years. While 'cur 
review was ongoing, Brookhaven irplenented ;lew procedures which 
included an annual inventory of sensitive items. 

Inadequate policies and procedures 
for ensuring that items are marked 
and properly controlled 

At several labs, we found that many items were not adequately 
controlled because some labs did not (1) control sensitive items 
desoite their susceptibility to theft. (2) properly identify and 
taq items, (3) adequately account for items, and (4) document 
property movements or transfers. These problems, in conjunction 
with inadequate inventory procedures, resulted in excess and un- 
serviceable items in inventory and increased the opportunlty for 
theft of Government property. 

DOE reaulations require the labs to identify and tag equip- 
ment upon receipt and keep accurate and reliable records of the 
location and of the persons accountable. Additionally, sensitive 
or theft-prone items should be specially classified and controlled. 

Regarding the labs' policies for controlling sensitive or 
theft-prone items, we foun,J that two labs excluded items costing 
$500 or more from sensitille property controls despite their theft- 
prone nature. These items might, in fact, be more susceptible to 
theft because of their greater value. As a result, a significant 
amount of the Government's investment in property does net receive 
the degree of control necessary to prevent misuse and theft. For 
example, at the Argonne lab almost q 2.1 million worth of electric 



typewriters, cameras, movie projectors, and transcribers were not i 
controlled as sensitive items, despite the fact that electric type- 
writers are frequently reported as stolen at Argonne. 

The second lab, Prookhaven, had over 2,000 items costing over 
$500, with a total value of $3.7 million, which were not controlled 
as sensitive. These items included 3L5 electronic calculators 
valued at almost $900,00(3, 750 electric typewriters valued at 
$500,000, 89 tape recorders valued at over $450,000, and 47 special 
purpose cameras valued at $227,000. .4s a result of our review, 
Brookhaven agreed to control these items as required by DOE regu- 
lations. 

Concerning the proper identification and tagging of sensitive 
items, we found that at four labs all theft-prone items were not 
properly tagged so that they could be readily identified in the 
inventory. For example, Fermi did not identify or attach numbered 
tags to sensitive items costing less than $300, making positive 
identification during inventories very difficult. Of the 204 items 
we sampled at Fermi, 138 did not have the required markings. These 
items included cameras, slide projectors, and tape recorders. 

At Brookhaven we found that responsibility for tagging sensi- 
tive equipment is assigned to division property representatives or 
custodians who are responsible for the items, and some items are 
issued for use without being tagged. 9urinq our physical inventory 
test within one department, we noted that five pieces of equipment 
were not tagged!. 

At Argonne, some custodians had in their oossession sensitive 
items which were not marked or listed as sensitive property. In 
one department, for example, we located four cameras, two overhead 
projectors, three carousel projectors, an? three tape recorders 
which were not marked as Government property or as sensitive items. 

We found that three labs were not properly accounting for sen- 
sitive items. Property custodians responsible for items could not 
adequately control them because individuals moved them to differ- 
ent locations without informing the custodians. At Fermi, for ex- 
ample, we found several sensitive items in locations other than 
those recorded in the custoqian's records. 

--One word processor, valued at $9,785, was in the home of 
an employee authorized to do laboratory work at home. 

--An electric typewriter was moved to another floor and should 
have become the responsibility of a different custodian. 

i 
--After a long search, an expensive electric typewriter lnras 

found unused in the basement of a building other than the 
one the records indicated. 

The problem of control over transfers of sensitive items also 
existed at Brookhaven. For example, we found that: 



--Changes were not posted to prOF?rty records when property 
was moved from one building to another. Ten of the 24 it-ems 
we inventoried as part of our test had an incorrect prop- 
erty location listed. 

--Equipment assigned to one department was loaned to other 
departments without obtaining paperwork transactions. One 
property representative stated that two items of equipment 
valued at $700,000 and $8,000 were loaned to other depart- 
ments without the required paperwork. 

--Compliance with laboratory guidelines concerning use of a 
property pass to control equipment taken home by indi.Jid- 
uals was rare. One property representative stated that 
many department personnel take property (such as calcula- 
tors and cameras> home and rarely use a property pass. 

--The internal controls at one department were not established 
to ensure that the property representative was notifie? IS 
individuals transferred or retired. During our inventory 
we went to three different buildings before learning that 
the individual assigned the equipment had retired and the 
item had been reissued. 

The results of Brookhaven's latest inventory de"?nstrated 
that inadequate control over the location of property js a serious 
problem. Consequently, extensive eGforts are needed to rnconcile 
property records with property on hand. At the close of the 13?L1/ 
1951 physical inventory in Farch 1951, Brookhaven was unable to 
locate about 4,400 items valued at $2E! million, representing about 
20 percent of its inventory. As of April 1982, after a search 
lasting more than a year, inventory items worth $4 million were 
still missing. 

During our efforts to verify the accuracy of property records 
for sensitive items, we noted that two labs had many items that 
were seldom or never used. Furthermore, these items were not de- 
clared excess so that others could use them, thereby perhaps re- 
ducing the need for some future purchases. Fcr example: 

--One Argonne custodian had seven calculators that he said 
he intended to declare excess. 

--The lab's motion picture unit ha? a usable movie camera 
that an official said was goinq to be declared excess. 

--An Argonne scientist had a camera costing $359 that he said 
was used once or twice a year to take a high-quality pic- 
ture. Yet, the laboratory maintains a staff of professional 
photographers to meet the needs of the scientific divisions. 

--One custodian had 20 calculators assigned that were held 
by various employees in his department. Few were in actual 
use. 
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Because of the existing internal control weaknesses, the large ' 
amounts of property that go unlocated during inventories, and the z 

i 
security weaknesses at some labs, we believe losses through theft 
and diversion of Government property at GOCOs could be substantial. 
Weak internal controls not only make property vulnerable to theft 
and misuse, but also make these activities difficult to detect. 

DOE has pointed out that Government property is unnecessarily 
vulnerable to theft at several laboratories. In a 1980 report, the 
DOE Chicago Operations Office's safeguard and security division 
stated that Brookhaven's increasing theft problem could be the re- 
sult of an inadequate property protection program. According to 
this report, 3rookhaven continued to adhere to an open-site con- 
cept of unrestricted access to the installation in spite of mount- 
ing evidence of a substantial problem of theft of Government-owned 
property. In addition, this same office's latest reports on Ar- 
gonne and Fermi indicated concern over the high theft rates at 
those laboratories. Its report on Fermi commented on the lab's 
open-site concept which permits public access to the entire fa- 
cility, including administrative offices and warehouses, where 
quantities of valuable Government property are highly vulnerable 
to theft. In addition, our observations of gate check procedures 
at the Oak Ridge lab showed' that inspections for Government prop- 
erty were not being made at the frequency recorded by the guar?is. 

WEAKNESSES IN PAYROLL-RELATED AREAS 

Our assessment of payroll-related activities at GOCOs showed 
the following internal control weaknesses: 

--Time and attendance practices not adequate. 1 

--Controls not adequate over tuition reimbursements. 

--DOE approval not obtained for salary increases. 

--Safeguards weak over negotiable instruments such as payroll 
checks. 

The weaknesses have resulted in abuses at some labs, such as 
leave usage not always being reported and charged and Government 
reimbursements being made for courses that do not appear relevant 
to employees' duties at laboratories. In addition, control weak- 
nesses of this nature, if not corrected, could lead to significant 
waste or misuse of Federal funds. 

Lab time and atten3ance practices 

Several labs (Argonne, Brookhaven, and Fermi) have inadequate 
time and attendance procedures for their scientific staffs: DOE has 
not provided sufficient guidance to labs regarding such procedures. 
We found that, in contrast to Federal standards, professional staff 
members and their supervisors are not required to certify time 
worked before paychecks are processed. Consequently, 52 percent of : 
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Argonne's and 38 percent of Fermi's work force are not required 
to formally submit time and attendance reports. In addition, some 
employees are not required to charge leave for absences of up to 
4 hours at one lab and 2 hours at another. 

Lenient time and attendance procedures can result in abuses 
such as 

--not charging leave when employees are absent and 

--not detecting unauthorized absences. 

Our review of foreign travel at Argonne showed that in T of 
the 32 cases selected for review, staff members used vacation 
leave in conjunction with foreign travel without properly charging 
it. 

Inadequate controls 
over tuition reimbursements 

At three labs, we Found that the policies and nrocedures gov- 
erning the reimbursement of costs to employees for outside educa- 
tion are so unclear that Government funds were used to pay for. 
courses that were not job related. For example: 

--At Argonne, between October 1978 and March 1982, five em- 
ployees were reimbursed for 77 law courses at a cast of 
$28,410. Four of the five employees are pursuing their law 
degrees. FTowever, none appears to need a legal background 
for the current job: three are engineers, one a personnel 
specialist, and the other a management information special- 
ist. According to Argonne's Chief Counsel, the legal de- 
partment has never employed an individual who received a 
law degree through the lab's tuition reimbursement program 
nor is it likely to, since it would prefer someone with le- 
gal experience. 

--Also at Ugonne, a clerk was fully reimbursed for courses 
she took to obtain a degree in court reporting. The cost 
of these courses was $4,037. Shortly after getting her de- 
gree, she quit her job at Argonne to take a job as a court 
reporter. 

DOE approval not obtained 
for salary increases 

At one facility, the Hanford Engineering Development Labora- 
tory, we found that, contrary to DOE regulations, the contractor 
failed to obtain necessary DOE approval for all executive salaries 
exceeding $40,000 annually. An operations office report in log1 
noted that 38 employees had received salaries in excess of DOZ- 
approved rates. The amount of the overpayments totaled over 
$76,000. The report also noted the lack of required DOE approvals 
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in a review of 1979 and 1980 salary levels. The report cited poor 
internal controls and inadequate procedures as reasons for these 
overpayments and recommended that the contractor reimburse the Gov- 
ernment. COE subsequently approved the salaries retroactively and 
informed the contractor that future overpayments would not be re- 
imbursed. 

Inadequate safeguards 
over negotiable instruments - 

At two laboratories, controls over negoL:.able instruments need 
to be strengthened. For example, at Oak Ridge we found that blank 
checks were physically transferred from one division to another 
without any concurrent transfer of accountability or adequate ver- 
ification of the numbers of checks being transferred. At times, 
blank checks were left unattended and accessible to a large number 
of people. Also, an employee who had possession of check signa- 
ture plates also had access to blank check stocks. As a result 
of these weaknesses, checks could be lost or stolen and the dis- 
crepancy might not be detected for a long time. Officials at this 
laboratory took action to correct the weaknesses prior to the com- 
pletion of our review. 

In addition, at Argonne we observed that signed payroll checks 
were not always adequately controlled and protected prior to be- ! 
ing distributed. On two occasions we observed that undistributed 
paychecks were left unattended in an unlocked safe within an un- 
locked office. We also observed weaknesses in controls over blank 
checks at this location. During the day, open boxes of blank checks : 
were left in an open vault room. These checks are especially vul- 
nerable to theft at lunchtime when few people are present. Al- 
though the checks are prenumbered and daily records of checks are 
maintained, theft of checks from the bottom of an opened box might : 
not be discovered for several days. 

i 
CONTRACTORS' FOREIGN TRAVEL I f 
NOT EFFECTIVELY CONTROLLED 

DOE does not effectively oversee the foreign travel of GOCO 
employees. While foreign travel is necessary to fulfill GOCO pro- 
grams and commitments, questionable travel practices occur because 
travel regulations are not consistently applied and foreign travel 
activities are not carefully monitored by DOE. This increases the 
opportunity for waste and abuse of DOE contract funds spent for 
foreign travel. Argonne alone spent almost one-half million dol- 
lars on foreign travel in fiscal 1981. 

DOE has decentralized control over foreign travel. Offices 
apply the travel regulations differently even though DOE has one 
standard set of regulations. Also, DOE does not effectively moni- 
tor foreign travel at GOCOs. Ye found a number of weaknesses, in- 
cluding delayed trip reports: excessive use of vacation leave: and 
no accounting for payment of travel expenses, salaries, and fees 
to GOCO employees by foreign governments. 
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Although DOE requires a trip report within 30 days in order 
for DOE officials to monitor contractors' work, we found that dur- 
ing fiscal 1981, 54 of 92 Arqonne an3 Fermi lab employees submitted 
trip reports from 2 to 274 days after the required 30-day period. 
In addition, 12 Fermi employees, or about 14 percent, had not sub- 
mitted any trip reports. According to DOE foreign travel regula- 
tions, trip reports are DOE's principal mechanism for disseminat- 
ing information abcut international energy issues and provide a 
basis for evaluating and monitoring foreign travel benefits. 

Ye also found that many contractor employees use excessive 
amounts of personal leave while on foreign trips. TO control the 
appearance of impropriety, DOE regulations state that the number 
of personal days should not exceed the number of business days. 
We found numerous examples where this regulation was not adhered 
to. One Argonne employee tcok 21) days of personal leave for 
traveling in Europe in conjunction with 8 days' attendance at a 
conference in Germany. Another employee received approval for 23 
days of vacation after attending a 3-day symposium in German;'. 
Two Sandia employees each took 19 days leave in Europe while con- 
ducting business which lasted from 4 to 6 days. 

Loose controls over employees who receive travel payments or 
reimbursements from foreign hosts can create opportunities for 
dual compensation. Durin? fiscal 1991, foreign hosts fully paid 
or reimbursed the travel costs of 56 Argonne contractor employees 
who took about 19 percent of the forei.Tn trips that year. In addi- 
tion, some of these emnloyees, while on the DOE payroll, received 
salaries and fees directly from their hosts which they did not re- 
port. In some cases, these fees were intended to cover meals an2 
incidental expenses. Wile DOE requires its own employees to ac- 
count for such amounts, it has no policy to orevent dual cgmpensa- 
tion of contractor employees in these situations. 

CONCLUSIOYS 

Internal controls should act as a deterrent to fraud, waste, 
and abuse. Consequently, management has a responsibility to ensure 
that controls are in place and working as planned. However, we 
found property management weaknesses at several labs, including 
inadequate inventory practices and ineffective procedures for mark- 
ing and controlling personal property items. Further, 'we found , 
indications of excess or unneeded itens on hand at two laborato- 
ries. In payroll-related areas, we found lenient time and attand- 
ante practices, inadequate control over reimbursement for outside 
education, inadequate safeguards over negotiable instruments, and 
a failure, at one laboratory, to obtain DOE's approval as required 
for salaries paid over a specified amount. We also found some 
weaknesses in the control of foreiqn travel resulting from incon-- 
sistent implementation 0 F DOE foreign travel regulations and inade- 
quate DOE oversight. 
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RECOMMENDATIONS 

We recommend that the Secretary of Energy require the operat- 
ing contractors to: 

--Establish and implement appropriate property management 
controls that will ensure that contractors 

l adhere to DOE inventory intervals, specifically 2- 
year cycles for capital equipment and a l-year cycle 
for sensitive or theft-prone items; 

a provide for segregation of duties between the custo- 
dial and inventory functions, that is, individuals 
having custody of property should not be responsible 
for taking inventory of that property; 

l maintain accountability over property by classifying 
theft-prone items over $500 as sensitive items, iden- 
tifying and tagging theft-prone items, ar,d documenting 
property transfers; and 

l adequately protect theft-prone property by improving 
security procedures. 

--Improve controls in the payroll-related area to 

o require time and attendance reports that are certified 
for accuracy by both employees and immediate supervis- 
ors: 

l require leave to be charged for absences that exceed 
a reasonable period of time, similar to requirements 
for Federal employees: 

+ establish appropriate criteria to ensure that tuition 
is reimbursed only for course work directly related 
to an employee's job: and 

e ensure that negotiable instruments are properly safe- 
guarded by improving controls over blank checks, check 
signature plates, and payroll checks. 

We further recommend that the Secretary of Energy: 

--Ensure that all DOE divisions and operating contractors ad- 
here to the reporting requirements and travel policies set 
forth in WE's foreign travel regulations including requir- 
ing that operating contractor employees report fees, travel 
and expense reimbursements received from foreign hosts. 

--Require the operations offices to oversee the implenenta- 
tion of the above recommendations by operating contractors 
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CHAPTER 4 $ 

INADEQUATE COYTROLS OVER PROPERTY AND 

PROCUREMENT AT DOE ENERGY TECH"JOLClGY C'E;JTERS 

We reviewed four of the five DO'E energy technology centers 
and found numerous weaknesses in various aspects of their opera- 
tions. The major internal control weaknesses were in the areas 
of personal nroperty management, procurement of goods and services 
costing less than SlO,OOO, and payrnetlts for goods and services 
received. In our opinion, these problems -dill not be corrected 
until management adequately emphasizes them at all levels in I%?:, 
Ve have noted that corrective action is now being taken in a r,uTSer 
of areas and believe that management must make a firm commitment 
to implement effective controls in order to adequately protect Ted- 
era1 funds and assets. 

CONTROL WEAKYrSSES OVF;:P PERSqYAL PROPERTY 

DOE's energy technology centers have generally not provided 
adquate control of Government property. We found that 

--inventory procedures are ineffective, 

--property control records are inaccurate, 

--thefts and missing property are not always reported and 
investigated, and 

--controls over Government property held by contractors are 
inadequate. 

These weaknesses make Government property susceptible to theft and 
waste. 

GAO's Policy an? Procedures Manual for Guidance of Federal 
Agencies (2 GAO 12.5) states that agencies should manage property 
procured with Federal funds properly, efficiently, and effectively. 
Internal controls over property are an integral part of good man- 
agement and help ensure that property is safeguarded and used only 
for its intended purposes. It requires that equipment be (1) 
promptly entered into inventory records upon receipt and promptly 
removed from those records upon disposal, (2) given individual 
identification numbers for easy and quick identification, and (3) 
periodicalLy inventoried. Those responsible for physical inven- 
tories need to investigate missinq items to ascertain the reasons 
for their Loss and take actions necessary to prevent similar losses 
in the future. Property records should be adjusted to conform to 
the results of the physical inventories, which should be conducted 
by persons other than those responsible for the property or its 
procurement. 
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Inventory procedures are ineffective 

We found a number of weaknesses in inventory procedures at 
the ETCs. Inventories are not conducted frequently enough, of- 
ten they are not conducted in the proper manner, and they some- 
times lack an adequate separation of duties needed to ensure that 
the results are valid. In addition, significant inventory dis- 
crepancies are often not investigated and property records are not 
properly adjusted based on inventory results. 

Three of the four centers we visited were not conducting in- 
ventories at the frequency required by DOE regulations. At the 
fourth center, Pittsburgh, we were told that inventories had been 
made but officials could not document the results. 

Also, we found instances where the inventories taken were 
not all-inclusive or not accomplished in a manner that woul'd yield 1 
valid results. For example: 

1 
--?ittsburgh's last inventory of sensitive items was conducted 

in January 1991 and included only 16 percent of all the sen- 1 
sitive items. 

--Bartlesville's inventories were conducted one building at 
a time in an employee's spare time. The 1980 inventory 
took 4 months to complete and no provision was made to pre- I 
vent or track property movement during that time. 

At two centers we found that inventory procedures lacked an 
adequate degree of independence to ensure that the results were 

i 

valid because inventories were accomplished by asking individuals 
who were responsible for safeguarding the items whether or not 
the items were still on hand. For example, during Bartlesville's : 
1980 precious metal inventory, the property clerk made visual veri- 
fications of the metals but din not weigh them or inspect metals 
being used. The responsible custodian's word as to quantity and 1 
usage was accepted. The 1951 inventory consisted only of requir- 
ing precious metal custodians to report on changes in the quanti- 
ties since the previous year: no independent verification was made. 
In addition, Pittsburgh's precious metal inventory consisted of ask- : 
ing users to submit semiannual reports on the quantities in their 
possession as well as future needs. 1 

DOE procedures require that all property records be adjusted 
based on the inventory results and that all significant discrep- 
ancies be investigated. At two of the centers, Pittsburgh and 
Laramie, no documentation of inventories was available for our re- 
view. However, at the two centers where documentation was avail- 
able, efforts to reconcile the results or adjust property records 
and investigate significant discrepancies either were not made or 
were not timely. For example: 



--Xt Yorqantown, the overages and shortages disco-ieref; ,qur- 
ing the Septemher 1979 inventory were at such varianr? willh 
what had been expected that no attempt Was ever made to rec- 
oncile t\e differences or to adjust t?e property records. 

--At Bartlesville, 58 pieces of capital equipment vaLued at 
over $171,MKJ were discovered to be missing during the 1373 
inventory, but t'7e property records were not reconciled and 
adjuste? until. ApriL l?Sl. 

i 

Dronerty control records are inaccurate - - - -__ 

At all four cerlters we found that prnperty control recnr?s 
were so inaccurate that their value for use ?ur ing inventories rr3s 
highly questionahls. Generally, the centers *id not ens:lre rhat 
all new property was promptly added to the listing, that 311 miss- 
ing property was deleted, and that records were annotated wFlen prqp- 
erty was moved or transferred. 

The property management procedures at all cerlters wer? defi- 
cient in that property was not added to inventory records when it 
was received. For example, at Rartlesville, in:/ento-ies conducted 
since 19SO located a total of 299 items of equipment t?at were Tot 
reflected in property records. Our sa=lple of purchases of property 
showed that 22 of 54 pieces of equipment had not been recorded. 
In addition, at Larhmie, we found nur7er:%s theft-pr?t:e L:.ems (such 
as a gas-powered grass trirnr,?ar, an ciectric drill, aild a jigsaw) 
that also were net reflecte;: in the property recor?z;. At Pitts- 
burgh we found many items in almost every building that had xot 
heen recorded, including several video terminals costing aLmost 
$4,000 and typewriters valued at aver $12,000. In total, we found 
about 397 capital and sensitive items worth approximately $743,000 
which had not been recorded on the property lists. Some of these 
had been purchased as Ear back as 1975. Yoreover, the only two 
centers that had documented inventories available for our review 
4i.d not ac?just property records to reflect missir,g property, caus- 
ing property records to ?e in error. 

At three centers, information depicting the location of prop- 
erty was often erroneous because recorl-ls were not updated to re- 
fleet movements or transfers. Par example, at Pittsburqh 11 of 33 
itens we sampled were in locations other than those listed il the 
property records. Similarlv, 16 out of 60 itens TAe reviet.+zed at 
VorTantown had been moved to different locations without tie changes 
bsinq reflected in the property records. 

Theft and missing items not always renorted 

Ye poted many instances where thefts 3nd missing items YrJere 
not reported. Fqr examnle, at Pittsburgh a property nanagcrent 
staff member told us that at Least 25 i;stances of theft nad not 
been reported, He explained that -lilring an inventory, after he 
could not locate many items, he was told they Yad been stolen. We 
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noted that reports of thefts had not always been prepared. More- 
over, our sample of theft-prone or sensitive items showed that 13 
of 50 items were missing Sut 'lad not Yeen reTorted. Also, our 
sample of 30 capital equipment items showed that three items valued : 
at over $20,000 were missing and not reported. .At Yorgantown, we 
noted that six goose down sleeping bags and a drill motor were 
lost, missing, or stolen but ?ad not been reported. 

Inadequate control of Government property 
in the possession of contractors 

In addition to the on-site property, the ETCs are also re- 
sponsible for property that has been purchased by contractors and 
subcontractors with Government funds. Such property must be ac- / 
counted for and disposed of by the ETCs at contract closeout. 
at the two ETCs where we examined this issue, 

Yet, 1 
we found that neither 

of them had verified the accuracy of the reports of Government- 
owned property held by their contractors by comparing the reported 
information with other available documents, such as payment vou- 
chers. Furthermore, neither center had taken prompt action to 
dispose of that property once a contract was completed, and one 
center did not enforce the submission of the semiannual reports 
showing property purchased. 

Corrective action taken or planned 

During our review we noted that several centers were taking 
steps to improve property manaqement. For example, Morgantown was 
implementing a new property management system. The system in- 
cluded written procedures, a wall-to-wall inventory during which 
each item was labeled with a decal, a reconciliation of inventory 

1 
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results with property records, and training course3 on property 
management. In addition, Pittsburgh has developed additional di- 
rectives and increased the size of its property management staff, : 
and plans to implement new property management procedures. 

WEAKNESSES IN PROCUREMENT OF GOODS 
AND SERVICES COSTING LESS THAN $10,000 

ETCs need adequate internal controls over procurement trans- 
actions to ensure that only needed goods and services are purchased 1 
at the best possible prices and that they are well controlled after 
receipt. During our review of the ETCs we found weaknesses in the 
small purchasing (under $10,000) and payments systems. Goods and 
services were procured without requisitions, approval procedures 
were inadequate, and no written procedures existed for small pur- 
chases. 

Qeqarding procurement without requisitions, we found several 
instances at two centers where individual employees were making 
purchases outside the procurement system. Requisitions were be- 
ing submitted after the goods and services ha-1 been received and 
sonetimes after the vendor's invoice '?a? been presented For pay- 
ment. For example, at Sartlesville, employees in the operating 



divisions rented typewriters directly from a vendor. Upon receipt 
of the monthly bill, a requisition was completed for payment. The 
center Later purchased this equipment after the vendor notified 
the center that the monthly charqes exceeded the purchase price of 
t\e equipment. At Pittsburgh we Found that 1.1 of 174 sample trans- 
actions for goods and services were received before t%e requisitions 
were approved. Again, employees were purchasing directly from the 
vendors. q?ns requisitioner told us it was 'Ier normal procedure to 
deal ?irectLy with the vendor. 

Concerning the inadequate approval procedures, we found at two 
centers that authority to approve small purchases was veste'rl in too 
many employees. 9t one center, supervisory approval of requisitions 
was not routinely verified. To illustrate, at Laramie, 116 of 169 
employees have authority to approve requisitions up to predetermined 
dollar amounts. .At Bartlesville, many employees can purchase goods 
under blanket purchase agreements from previously qualified local 
vendors. We found that 57 employees under one agreement and 33 em- 
ployees under another were authorized to make direct purchases from 
vendors. 

T'Je also found that controls do not adequately ensure that only 
needed merchandise is purchased. For example, employees who pick 
up merchandise from Local vendors are supposed to submit receipts 
to a designated individual who certifies that items were needed and 
received and completes a receiving report, which is transmitted to 
purchasing for matchup acainst vendor bills. Yowever, our review 
of gurchases made from three local vendors showed that receipts 
and receiving reports were not on file for some purchases. Ye 
were told that some had been discarded while others had never tieen 
received. 

'fife also noted many instances where receipts for purchases were 
signe? by employees who were not authorized to purchase merchandise. 
In some cases, authorized employees Later countersigned the receipts. 
In addition, the purchasing clerk at Bartlesville told us she does 
not check for supervisory approvals when processing requisitions. 
T*Te found that almost one-third of our sample of 74 small purchases 
had not been approved. 

Finally, none of the QTCs had written procedures to adequately 
describe the small purchasing system. We believe this may be a 
contributing factor to the Door controls over the ETC's small pur- 
chasing systems. 

%AYYESSES IN PAYMENTS FOB GOODS 
AWl SFQVICES QECEIVSD 

At two of the ETCs we found that vouchers prepared for pay- 
nent of service contracts were being routinely approved for pay- 
ment bv individuals without firsthan knowledge that the service 
had be& performed. For examp1.e: 
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--Our review of 11 service contracts at Morgantown showed 
that the technical project officer on two of the contracts 
could not determine if the contractor was fulfilling the 
terms of the contract because inspection and performance 
logs were not being kept. The contracts were for janitor- 
ial service ($326,000) and waste disposal ($68,000). 

--At Pittsburgh, the technical project officer on three of 
eight service contracts did not know what the contracts 
required, when the contractors worked, or even what was 
done when they were on the site. 

At two of the centers, we found that controls were not ade- 
quate ts prevent duplicate payments. For example, at Laramie we 
tound that a duplicate payment had been made when the original 
copy of a hill of ladinq was used to support the first payment 
while a memorandum copy generated a second payment. At Bartles- 
ville, we found that several duplicate payments had been made be- 
cause initial payments were issued prior to obtaining receiving 
reports. 

COWLUSIONS 

We believe that DOE property at the energy technology centers 
is unnecessarily susceptible to fraud, waste, and abuse because of 
poor internal controls. The centers have generally not adequately 
controlled government property at the sites because they have not 
(1) followed effective inventory procedures, (2) maintained accu- 
rate property control records, and (3) adequately reported and in- 
vestigated thefts and missing property. 

In addition, the centers are not enforcing property reporting 
requirements by offsite contractors, not verifying the accuracy of 
these reports, and not taking prompt action to dispose of property 
acquired by contractors with DOE funds. Therefore, they have little 
information for determining whether contractors are adequately con- 
trolling Government property. 

Internal controls over small purchases and payments are not 
sufficient in that none of the centers we reviewed had complete 
and adequate written procedures to govern small purchases. Also, 
two Centers had inadequate purchasing approval authority, and two 
had ineffective controls to ensure that requisitions were com- 
pleted and processed before purchases were made. 

Also, three centers ha? weak controls over some payments, re- 
sulting in duplicate payments and inadequate assurance that serv- 
ices were actually received before payments were made on service 
contracts. 

A number of the problems we noted have been pointed out from 
time to time by the Inspector General and various DOE review teams. 
However, as documented by the results of our review, adequate 
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corrective action has not been taken in all cases. In our opinion, 
these problems will not be corrected until management adequately 
emphasizes them at all levels. 

RKOMMENDATICNS 

We recommend that the Secretary of Energy: 

--Require the development, impLenentation, and enforcement 
of an adequate property management system for use by the 
ETCs which would include procedures for 

l Conducting inventories of personal property with 
strict adherence to established inventory intervals; 
mandatory reconciliation of inventory results; and 
detailed instructions as to how inventories should be 
conducted to ensure an appropriate degree of indepen- 
dence, adequate coverage, and effective methods. 

l Updating property control records to ensure their ac- 
curacy by promptly adding new property to listings, 
deleting missing property, and chanqing property rec- 
ords when items are moved or transferred. 

l Promptly reporting thefts and missing items. 

--Require the implementation of procedures by the ETCs to ef- 
fectively control property held by offsite contractors, in- 
cluding establishing methods to verify the accuracy of con- 
tractor reports on DOE property, enforce contractor reporting 
requirements, and account for property when contracts are 
completed. 

--Require the establishment and implementation of written pro- 
cedures at the ETCs to adequately control small purchases. 
These procedures should limit the number of individuals who 
have authority to approve requisitions and ensure that (1) 
purchases are made only within the small purchasing system 
and (3) payments for goods and services are made only after 
it has been verified that they have been delivered accord- 
ing to the terms agreed upon. 
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CHAPTER 5 

AUDIT COVERAGE OF RESEARCH FACILITIES 

Although the Government-owned, contractor-operated facilities 
and energy technology centers represent over 30 percent of DOE'~ 
budget, they have received little audit coverage from the Inspec- 
tor General (IG). Because of limited staff, the Inspector General 
has chosen to provide only minimal audit coverage of these facili- 
ties since coverage is to be provided by auditors assigned to DOE’s 
field operations offices. IIowever, because these auditors report 
to the managers of the field offices and not to DOE top manage- 
ment, their audit independence is not assured, audit results are 
not routinely brought to the attention of DOE top management, and 
in some cases little or no corrective action is taken on audit 
findings and recommendations. 

The Inspector General has not performed a comprehensive audit 
of any GOCO or ETC. The limited number of audits that have been 
performed concentrated on selected programs or activities at a 
specific research facility or a single function at several labor- 
atories. According to IG officials, lack of staff limits audit 
coverage at GOCOs and ETCs. We noted that only three IG auditors 
were assigned to cover a lo-State area which included Argonne, 
Fermi, and Brookhaven laboratories as well as numerous other DOE 
facilities. In January 1982, 46 audit positions were transferred 
from DOE field operations offices to the Office of the Inspector 
General. Prior to that time, the IG had only 12 auditors in the 
field and approximately 40 in the Washington, D.C., metropolitan 
area in comparison to the 125 auditors assigned to the field op- 
erations off ices. 

With such limited staff available and the large number of 
operations office auditors, the IG allocated his scarce resources 
primarily to other areas. IG officials explained that they fun- 
neled their resources into newer programs--such as grants--since 
the operations office auditors provide coverage of GOCOs. 

Our "Standards for Audit of Governmental Organizations, Pro- 
grams, Activities, and Functions" requires that in order to en- 
sure organizational independence, the audit staff should be able 
to report its findings directly to top management. The auditors 
most responsible for overseeing GOCOs and ETCs are attached to 
the field operations offices. These auditors conduct reviews to 
evaluate contractor performance, but their primary function is 
to support the operations offices' efforts to administer and man- 
age contractor operations. Since the auditors report to the head 
of the operations office and not to the Secretary, their audit 
independence is not assured. 

Public Law 95-91 created the Department of Energy and its In- 
spector General in 1977. The law requires that the IG 

"provide policy direction for auditing and investigative 
activities relating to the promotion of economy and" 
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"efficiency in the administration of, or the prevention 
and detection of fraud or abuse in, programs and opera- 
tions of the Department * * *." 

, 
I 

II 

The Inspector General has a high degree of independence since 
he is appointed by the President, reports directly to the Secretary 
or Deputy Secretary, and annually reports to the Congress. FIOW- 
ever, a weakness in this law, as compared to the act which created 
the 14 other executive branch agency inspectors general, is that it 
does not require a centralized audit function but calls upon the 
IG to "supervise, coordinate and provide ,wlicy direction" for the 
Department's audit program. 

In 1979, we recommended that the Department's IG should con- 
trol the 125 field auditors who report to the managers of field 
operations offices. 1/ In support of this proposal, the report 
stated that having auditors report to field offices "does not in- 
sure maximum independence in selecting activities for review of 
operations offices' effectiveness." Further, the report stated 
that field auditors cannot be independent since the activities 
they audit are the responsibility of the operations office mana- 
gers to whom they report. 
CONCLUSIONS 

The Government-owned, contractor-operated facilities and en- 
ergy technology centers we visited have received little audit cov- 
erage from the Inspector General. Virtually all auditing is done 
by auditors who report to a field operations office manager or a 
contractor. These auditors lack the degree of independence re- 
quired by our "Standards for Audit of Governmental Organizations, 
Programs, Activities, and Functions." Consequently, findings are 
are not brought to the attention of DOE top management: there is 
no comprehensive audit plan and no assurance that corrective ac- 
tion is taken on audit findings and recommendations. 

We have long supported incorporating the operations offices' 
field auditors into the IG staff and centralizing DOE's audit func- 
tion in the Office of Inspector General. With its present decen- 
tralized audit structure, DOE cannot provide adequate independent 
audit coverage of its research facilities. The transfer of 46 out 
of 125 field audit positions to the Inspector General during our 
review will improve the situation. flowever, in our opinion, all 
field auditors should report to the Inspector General to ensure 
adequate, independent audit coverage of these facilities. 

RECOMMENDATION 

We recommend t3at the Secretary of Energy transfer all remain- i 
inq field auditor positions to the Inspector General. 

l/"Evaluation of the Department of Energy's Office of Inspector 
General," END-80-29. 
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CHAPTER 6 

GAO EVALUATION OF AGENCY COMMENTS 1 

The Department commented on issues presented in this report 
in a letter dated October 4, 1982. (See app. XII.) While not 
commenting on the specific recommendations, the Department noted 1 
that corrective action is underway in many instances and that this 
report -will help the Department initiate additional corrective 
actions and complete actions already begun. DOE further stated 
that the Acting Under Secretary has emphasized the importance of 
operations office management giving attention to the issues in the 
report. The Departaent also indicated it is developing a new, uni- j 
form appraisal system to provide more formal evaluations of multi- 
program laboratory contractors' performance. With regard to 
directed procurements, DOE noted that in the future such noncom- 
petitive subcontracts shall be subject to a requirement for a 
Justification for Noncompetitive Procurement by the terms of a 
draft order which (1) sets forth procedures for ensuring that non- i 
competitive awards are adequately justified and (2) states that 
directed procurements can be accomplished only when operating con- 3 
tractors have technical responsibility and the procurement fur- 
thers assigned programmatic responsibilities. I ! t 

DOE stated that the draft report did not sufficiently recog- 
nize its internal control systems which constitute the framework 
for transactional and process functions of the types of facili- 
ties we reviewed. We disagree. We examined the internal control 
procedures and practices actually being followed by those operat- 
ing the systems and found that Federal funds and property were 
unnecessarily subject to fraud, waste, and abuse. In our recom- 
mendations, we pornt out that specific action is needed to 
strengthen exist::'7 systems by '1) establishing sound procedures, 
(2) actively enforcing their da ,-to-day implementation, and (3) 
intensifying oversight to ensur I compliance. 

3 

Although DOE agreed that our findings regarding procurements 
by operating contractors did not show good business practices, the 
Department believed that the draft report did not effectively rec- 
ognize the difference between procurement standards applicable to 
operating contractors and those applicable to Federal agencies. 
C)n the contrary, DOE regulations state that while Federal procure- 
ment regulations are not directly applicable to operating contrac- 
tors, contractors are required to follow procedures which approxi- 
mate most aspects of Federal regulations. DOE regulations also 
state that full and free competition must be accomplished so that 
reasonable prices can be obtained for goods and services and that 
procurements must be made in the Government's best interest. It 
is clear that these standards apply to both Federal agencies and 
operating contractors. 

With regard to directed procurements, DOE indicated that the 
relatively few instances we noted since the agency took action to , 
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stop the practice demonstrate a 95-percent improvement in this area. 
Rowever, we point out that we did not try to, and could not, iden- 
tify all directed procurements because of the problems discussed 
in chanter 2. Also, these actions took place at just one lab, 
which was the only location at which we tried to identify directed 
procurements since the, prohibitions went into effect. 

DOE also contended that our draft report did not adequately 
consider the transfer of 46 of 125 field audit positions to the 
Inspector General in January 1982. We have changed our report to 
more clearly represent this action. Yowever, we feel strongly that 
all of the 125 positions should be transferred to the 3ffice of 
the Inspector General to allow for better independent audit cover- 
age of the Department's research facilities. 
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APPENDIX I APPENDIX I 

. 
ooyuMMcuT*L AWAlM 

IWTC nIMANcNr 5"rOMHrrLL 
011 I?wcsTIGATIoPds 

WIUWINCTOM. D.C. 20S10 

May ll, I.981 

Mc.lmtmJ. Scadar 
Acting ciYiqwol.ler General 
General A#zsuntig Office 1 
441 G. Street, N. W. 
Washingtcn, D. C. 20548 

As t3lahlm of the senate Rsmanent smttee al &sti- 
gatians, Imvexy camened alxutfraud,waste, and abuse in federal 
~prcqmisandw>ulduetoccmrendtheGenml~tig 
office for its efforts to evaluate and cmbat these proSlens. X m 
partieularlycanaernedaSnRre~of~idespreadF;asteat~~t 
Of~researchlaSoratariesandhavebeeninfo~thattheGAD 
&audpreventian&oupis in theearly stagesof assessiRgthevdller- 
abuityoflxPammtofmqygo venutlent-cxmed/mntractor-Fat& 
~archfacilitiestbfraud,waste,andabuse. Iunderstandthat 
w&c is a.zmentlyun&rwayatcmeof these facilities -theSmdia 
labar~inAlb~,New~co. IwouldLiketheG.ROtobmadm 
thisst~toincl~arrPrere~sen~ti~n~ofbothgavenmrent- 
cperatedandantr~ at&research facilities. At the swetims 
IQIhopeful~tS~t~staffresourcescandLsobefa=used~ 
this-. 

I~askthatthe-k~staffbeiceptM*nTedof' 
~*spmgmssandfindingsandthat'GAO~s workbeax@etedbyOct&er 
35, 3981. If t&ream any- cm-g this request, please 
bDntact lbard L, Shapiro, Sutxxmaittee St&f Counsel at 224-3721. 

-1yr 

WVR,JFkhSKl 
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December 18, 1981 

Ur. Charles Bowsher 
Comptroller General 
Gtncral Accounting Office 
441 G Street, N.W. 
Washington, D.C. 20548 

-. 
*. I 

Dear Hr. Bowaher: 

On Hag 11, 1981, I requested that the GAO review the’ 
vulnerability of a number of Department of Energy research 
facilities to fraud, waste, and abuee, sith thie reviev 
covering both contractor operated and government operated 
f6cilltles. 1 have been informed that this review has been 
ecmpleted and that pour staff briefed the staff of the 
Permanent Subcorumfttee ou Invcstigatfons on December 11. I 
have aleo been advised that your rtaff ha6 done a thoroughly 
professional fob and ha6 uncovered numerous internal control 

weaka666e6, primarily in the areas of payroll, procurement, 
and property management, which could lead to fraud, vaste and 
abuse. 

I am requesting that GAO conduct follow-up vork at tht Argonne 
(Xllinoie), Fermi (Illinois), and Brookhavcn (Nev York) 
Contractor operated laboratorlee In an attempt to furrher 
develop findings in the afortmentio3cd areas. In particular 
I would request follow-up to: 

--Determine whether certain costs charged to prime coa- 
tracts, such as foreign trtotl and the use of consul Lantrc, 
are rcaeonablt; 

--Extmlnt the potential or actual. abuse of Ortttiae, ‘a6 
well a6 possible payroll abutt due to lack of control6 Ovir 
fire and attendance for professional staff: 

--Determine whether a lack of sufficient accountability 
over certain itcar of property rurceptible to being 6tOltn 
for PerSOnal Utt tXiSt6; 

. .a. ’ 

--Determine vhethtr persons have been approviig pagnenk6. 
for strvlctr without adequate information that work warn pet- 
formed. , ’ \ ‘- . . . 
I vould also like GAO to do follow-up work at the Pittsburgh., 
Horgantown, and Bartlesvillt Energy Techaology Centers in the 
area6 of property and inventory accountability, and procurement 
control abuses. -_ -. 

-e . ‘i 

39 



APPFSNDIX II APPENDIX II 

I would likt the Subeormittrr rtaff to be kept inf ormtd of 
GAO’. progrttt and GAO’8 work to be completed by March 31, 
1982, with a report to be directed to tha Subcommitttt. If 
there art any qutstioar plttbt cootatt Bowtrd L. Shapiro, 
Subcoamltttc Staff Counrtl, at 224-3721. 

Ch8lrran 

UVR,JR:hrc 
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Depadmmt of Energy 
Washington, D-C. 20585 

q??E’JDIX III 

October h, 1982 

Mr. Dexter Peach 
Energy and ninerals Division 
0. S- General Accounting Office 
441 G Street, NW. 
Washington, DC 20548 

Dear Mr. Peach: 

The Dep3rtflent of Energy (DCZ: appreciataa this opportunity to 
review and comment on the General Accounting Office's (GAO) draft 
tapott, entitled *Internal Control Weaknesses at DOE Research 
Laboratories." The original and revised Statements cf Facts 
upon which this draft report is predicated also served as the 
basis far hearings before the Senate Permanent Subccrnittee on 
Investigations on July 27 of this year. .We believe that the 
acepork has been improved in the interim. We further note that 
this draft reccqnizes activity in progress by DOE during the 
course of the review. The report will assist this Department 
5x1 initiating additional corrective actions where necessary and 
cunpleting actions already initiated. 

To promote agency benefit from the report and in keeping with 
the Department'6 cOmmitment made by Acting Under ,Secretary Jan W. 
Mares during the July 27 hezrizgs, he haa also emphasized tke 
importance of management's attention to the issues raiaed by this 
report and the hearing to the the Department'6 operations office 
managers at their scheduled Auquat meeting. 

We are concerned, nevertheles6, that the draft report does not 
provide sufficient recoqnition and focus on the existence of tke 
Department's internal control systems which constitute the frame- 
work for the transactional and process functions of the enerqy 
tetioloqy centers and the manaqement and operating contractors. 
We consider it to be hiqhly significant that the Comptroller 
General stated during the hearinqs this past summer~that the 
Department's internal control systsm8 are basically sound.' (See 
GAO note on page 43.1 
IFurthermore, DUE has systems currently in place to assess the 
practices of management and eeratinq contractora as well as DOE 
offices and personnel. These systems are intended to bring 
aeccs6ary DOE managerial attention to Bee that identified wrak- 
aewes are corrected. 

The Department's underlying control system with the znanaqement 
and operating contractors is set out in the specific terms of the 
contract with DOE which include advance unders'andinqs of a 
contractor's personnel and payroll reimbursement practices. 
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we conduct periodic reviews at various 1eVelS of management, and 
the operations are monitored frequently. The management and 
operating contractors have internal audit staffs to monitor 
compliance. Specific Department of Energy operations offices 
are assigned responsibility to negotiate and administer individual 
management and operating contracts. This responsibility includes 
periodic evaluations of various business practices of the 
contractors. The Department's energy technology centers are 
delegated limited procurement authority from designated DOE 
operations offices and are reviewed periodically by the operations 
offices. Both the contractors and the energy technology centers 
are subject to audit by the Inspector General. 

Audit findings are evaluated by the Department's Audit Review 
Council, and implementation is tracked by the DOE Audit Report 
Tracking System. Vulnerability assessments are made and internal 
controls are being assessed throughout the Department in the 
ongoing implementation of Office of Management and Budget (OMB) 
Circular A-123. The Department's Audit Review Tracking System 
maintains a close watch over the progress by responsible depart- 
mental organizations in implementing the recommendations made by 
the Inspector General and GAO. The Audit Review Council is a high 
level management group performing periodic reviews and assuring 
timely resolution,of audit findings, 

We are also developing a uniform appraisal system to provide more 
formal evaluation of the effectiveness of the multiprogram 
laboratory contractors' performance. The procurement systems of 
these contractors are periodically evaluated by Contractor 
Procurement System Review teams made up of Government personnel. 
Property systems are audited by the responsible DOE operations 
office. The procurement system of the energy technology centers 
is reviewed on a biennial basis by the Department's Procurement 
Hanagement Assistance Review team. Property management reviews 
are performed by Headquarters staff. 

Although the draft report attempts to recognize the difference 
between the'procureznent standards applicable to DOE's management 
and operating contractors and those applicable to DOE as a Federal 
agency, the distinction is not effectively drawn. As a result, 
the report criticizes certain of these contractors' practices as 
not c-plying with Federal regulations and policies, when, in fact, 
they are not required to do so, though examples like those cited 
would not be considered goad business practice. 

As Acting Under Secretary Jan W. Mares testified during the July 27 
hearings, one of the significant goals of the management and "1 
operating contracting concept is to enable a “contractor, though 
maintaining his independent identity, to apply industrial practices 
and management techniques to serve the needs of major governmental 
research missions.* This allows the Department to take appropriate 
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advantage of the combination Of the skill, cxpefience, and managerial 
expertise of American industry as well as the research and scientific 
rkills of American universities- The Government personnel responsible 
for administering the contracts must: 1) assure that the necessary 
control provisions are included in the contract and 2) administer 
the contract so as to ensure that the contractor lives up to his 
responsibilities. 

With regard to directed procurements and the effectiveness of the 
August 1981 letter from the Assistant Secretary, Management and 
Administration, and the DOE Order, we believe the figures in the 
report show an improvement of over 95 percent in this area. 
Although we believe the practice of directed procurement to be 
effectively controlled, any DOE direction requiring a noncompetitive 
subcontract shall be subject to a requirement for a Justificaticn 
for Noncompetitive Procurement by the terms of draft DOE Order 
4200.1A. 

With regard to the transfer of operations office auditors to the 
Department's Office of Inspector General, the report does not take 
into consideration events that had already cccurred. As the 
Inspector General testified before Senator Roth this past summer, 
‘In January of this year, 46 audit positions were transferred from 
the DOE field offices to the Office of Inspector General, bringing 
our total staffing to 159 full-time equivalent positions and an 
operating budget of $8.1 miflion.' 

In conclusion, it is appropriate to reiterate the position of this 
Department as voiced by the Acting Under Secretary during the 
July 27 hearings that in cases in which "certain specific instances 
or certain transactions have not been in accord with existing sound 
mnagement practices and rules, the response need not be the 
imposition of more rules and regulations on top of existing - 
requirements. Rather, +trengthening,adherence to the existing 
standards together with active oversight can be much more effective. 
This is the course we seek to follaw." 

Sincerely, -. -*4_ 

p=-Lm 9. 
William S. Rs 
Amlrtant Secretary 
Management and Administration 

GAO Note from page 41: 
General's statement. 

DOE misinterpreted the Comptroller 
During zlis testimony, the Comptroller 

General detailed numerous weaknesses in internal controls and 
pointed out that basic internal control procedures were not 
being followed. 

(178205) 
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